Pfsense

Mew Virtual Machine Wizard >

Welcome to the New Virtual

VMWMARE Machine Wizard
WORKSTATION

= 155
. What type of configuration do you want?

i) Typical {recommended)

Create a Workstation 15.x virtual machine
in a few easy steps.

(®) Custom {advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with
older YMware products.

Help < Back Cancel

Mew Virtual Machine Wizard

Choose the Virtual Machine Hardware Compatibility
Which hardware features are needed for this virtual machine?

Virtual machine hardware compatibility

Hardware compatibility: | workstation 15.% 5
Compatible with: ESX Server
Compatible products: Limitations:
Fusion 11.x 54 GE memoary
Workstation 15.x 16 processors
10 netwark adapters
& TE disk size

3 GB shared graphics memaory

Help < Back Cancel




Mew Yirtual Machine Wizard

Guest Operating System Installation

& virtual machine is like a physical computer; it needs an operating

gystem, How will you install the guest operating system?

Install from:
Installer disc:

Mo drives available

(®) Installer discimage file {iso):

|C:‘n,l_.lsers‘n.PC—EISF‘.\,Deskmp‘njsu‘npfSEﬂse—CE—E.E.D—RELI v| I Browse. ..

[[] FreeBSD version 10 and earlier 64-bit detected.

(1 will install the operating system later,
The wirtual machine will be created with a blank hard disk.

Help < Back Mext = Cancel
Mew Virtual Machine Wizard
Hame the Virtual Machine
What name would you like to use for this virtual machine?
Virtual machine name:
| reeBSD version 10 and earlier 64-bit |
Location:
| C:\Jsers\PC-5ISR \Documents Wirtual Machines\FreeBSD 'u'ersinn| Browse. ..
The default location can be changed at Edit = Preferences.
<oac Carcl




Mew Virtual Machine Wizard

Processor Configuration
Spedfy the number of processors for this virtual machine.

Processors

Mumber of processors: | 1 o |
Mumber of cores per processor: | 4] v |
Total processor cores: 4

Help < Back Cancel

Mew Virtual Machine Wizard

Memaory for the Virtual Machine
How much memary would you like to use for this virtual machine?

Spedfy the amount of memaory allocated to this virtual machine. The memory size
must be a multiple of 4 MEB.

&4 GE Mermary for this virtual machine: 4096 = MB
32 GB
15 GB -
8GE _
e B Maximum recommended memory:
1 GE 13.3GB
1GBE
£17 MB B Recommended memary:
255 ME - 256 MB
126 ME
&4 ME Guest 05 recommended minimum:
32 MB 32Me
16 ME
EME
4 ME

Help < Back Cancel




Mew Virtual Machine Wizard

Network Type
What type of network do you want to add?

Metwork connection

(®) Use bridged networking

Give the guest operating system direct access to an external Ethernet
network. The guest must have its own IP address on the external netwark.

() Use network address translation (NAT)
Give the guest operating system access to the host computer's dial-up or
external Ethernet netwark connection using the host's IP address,

() Use host-only networking
Connect the guest operating system to a private virtual network on the host
computer.

D Do not use a network connection

Help < Back Cancel

Mew Virtual Machine Wizard

Select I/ 0 Controller Types
Which SCSI controller type would you like to use?

If0 controller types
SCSI Controller:
BusLogic (Mot available for 64-bit guests)
(®) LI Logic (Recommended)
{_JLSI Logic SAS
() Paravirtualized SCSI

Help = Back Cancel




Mew Virtual Machine Wizard

Select a Disk Type
What kind of disk do you want to create?

Virtual disk type
(JIDE

(JscsI {Recommended)
(@) SATA
(I MMe

Help

<oac carcel

Mew Virtual Machine Wizard

Select a Disk
Which disk do you want to use?

Disk
(®) Create a new virtual disk

A& virtual disk is composed of one or more files on the host file system, which
will appear as a single hard disk to the quest operating system. Virtual disks
can easily be copied or moved on the same host or between hosts,

(") Use an existing virtual disk

Choose this option to reuse a previously configured disk.

i_JUsze a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard
disk. Reqguires administrator privieges.

Help

<oac G




Mew Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

Maxirmum disk size (GB): =

Recommended size for FreeBSD version 10 and earlier 64-hit; 20 GB

[] allocate all disk space now.

Allocating the full capacity can enhance performance but requires all of the
physical disk space to be available right now. If you do not allocate all the space
now, the virtual disk starts small and grows as you add data to it.

() Store virtual disk as a single file
(®) Split virtual disk into multiple fles

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

Help < Back Cancel

Mew Virtual Machine Wizard X

specify Disk File
Where would you like to store the disk file?

Disk file

A 20 GB wirtual disk be created using multiple disk files. The disk files will be
automatically named based on this file name.

reeBSD version 10 and earlier 64-hit, vmdk Browse,..

Help < Back Cancel




Mew Virtual Machine Wizard >

Ready to Create Virtual Machine

Click Finish to create the virtual machine and start installing FreeBsD
version 10 and earlier &4-bit.

The virtual machine will be created with the following settings:

Mame: FreeBsD version 10 and earlier 64-hit A
Location: C:Wsers\PC-5ISR \DocumentsWirtual Machines\Free. ..
Version; Waorkstation 15.x

Operating System: FreeBSD version 10 and earlier 64-bit

Hard Disk: 20 GB, Split

Memory: 4096 MB

Metwork Adapter:  Bridged (Automatic)

Other Devices: 4 CPU cores, CD/OVD, USE Contraller, Sound Card W

Customize Hardware. ..

Power on thiz virtual machine after creation

< Back Cancel

Le setup va démarrer automatiquement aprés quelques secondes .

Helcome to pfSense

Boot Multi user [Enter]l
Boot Single user

Ezscape to loader prompt
Reboot

Cons: Serial

Options:
6. Kermnel: defaultskermel (1 of 1)
7. Boot Options

Autoboot in B secomnds. [Spacel to pause

Loading kernel. ..

sbootskernelskernel text=Bx1a5f37c data=-8Bx148 data=-8Bx1b63948 syms=[Bx8+Bx1c1378~
+BxB8+@x1c?bbi ]

Loading configured modules...

can't find ’'~etcs/hostid’

can't find ‘~boot-sentropy’

s

Appuyez sur la touche Entrée pour Accepter.



Copyright and distribution notice
Copyright and Trademark Hotices.

Copyright(c) 2HA4-2H16. Electric Sheep Fencing, LLC ("ESF").
All Rights Reserwved.

Copyright(c) ZH14-2827. Rubicon Communications, LLC d-b-sa Hetgate
("Metgate™).
All Rights Reserwved.

All logos, text, and content of ESF and-or Hetgate, including underlying
HTHL code, designs, and graphics wused andsor depicted herein are
protected under United States and international copyright and trademark
laws and treaties, and mMay not be used or reproduced Without the prior
express Written permisszion of ESF andsor Hetgate.

"pfSense"” is a registered trademark of ESF, exclusively licensed to
Hetgate, and May not be used without the prior express written
pervission of ESF and<or Hetgate. All other trademarks shoun herein are
owned by the respective companies or persons indicated.

28%

Fcept>)

Vérifiez que vous étes bien sur « Install » (doit étre sélectionné en bleu foncé comme dans
image ci-dessous, sinon déplacez vous avec les fleches de votre clavier) et appuyez sur
Entrée pour faire OK.

pfSense Installer

Helcome
Helcome to pf3enset

Install Install pfSense

Rescue Shell Launch a shell for rescue operations
Recover config.=Ml Recover config.xMl from a previous install

<Cancel >

Il faut sélectionner le clavier




pfSense Installer

Keymap Selection

The system console driver for pfSense defaults to standard "US™
keyboard map. Other keymaps can be chosen below.

>>> Continue with default keymap

—-»— Test default keymap

C ) Armenian phonetic layout
Belarusian

Belgian

Belgian (accent keys)
Brazilian (accent keys)
Brazilian (Without accent keys)
Bulgarian (BD3)
Bulgarian (Phonetic)
Canadian Bilingual
Central European

g, m, m m
o L

<Helect>| <Cancel?

[Press arrouws, TAB or ENTERI

pfSense Installer

KeyHap Selection
The system console driver for pfSense defaults to standard "US"
keyboard map. Other keymaps can be chosen belowu.

C ) Estonian

C ) Finnish

)} French (MacBook-MacBook Pro) (accent keys)
French (accent keys)
French Canadian (accent keys)
French Dvorak-like
French Dvorak-like (accent keys)
German
German C(accent keys)
German (no accent keys)
Greek (181 keys)

L T T e T I T e

<felect > <Cancel>

[Press arrows, TAB or ENTERI

fr.kbd: French




pf3ense Installer

Keymap Selection
The system console driver for pfSense defaults to standard "US"
keyboard map. Other keywaps can be chosen belowu.

>>»>» Continue with fr.kbd keymap

—>— Test fr.kbd keymap
) Armenian phonetic layout

Belarusian
Belgian
Belgian (accent keys)
Brazilian (accent keys)
Brazilian (Without accent keys)
Bulgarian (BDS)
Bulgarian (Phonetic)
Canadian Bilingual
Central European

<Helect > {Cancel>

[Press arrows, TAB or ENTER]

pfSense Installer

Partitioning
How would you like to partition your disk?

Auto (ZF5) uwided Root-on-ZF35

Auto (UF5) EBIOS Guided Disk Setup wusing BIOS boot method
Auto (UF5) UEFI Guided Disk Setup using UEFI boot method
Manual Manual Disk Setup (experts)

Shell Open a shell and partition by hand

<Cancel >




pfSense Installer

ZFS Configuration
Configure Options:

Proceed with Installation
Pool TypesDisks: stripe: B disks
Rezcan Devices *

Disk Info *

Pool Hame pfSense

Force 4R Sectors? YES

Encrypt Disks? NO

Partition Schemne GPT (BIODS)

Swap Size 1g

Mirror Swap? NO

Encrypt Swap? NO

[ |

CIVTErE&II

<Helect > <Cancel>

Create ZF3 boot pool with displayed options

pfSense Installer

ZFS Configuration
Select UVirtual Dewvice type:

Stripe — No Redundancy

Mirror Mirror — n-Hay Mirroring

raidld RAID 1+8 - n x 2-Hay HMirrors
raidzl RAID-Z1 - Single Redundant RAID
raidz? RAID-Z2 - Double Redundant RAID
raidz3 RAID-Z23 - Triple Redundant RAID

{Cancel>

[Press arrouws, TAB or ENTER]

[1+ Disks] Striping provides mMaxiMmum storage but no redundancy




pfSense Installer

ZFS Configuration

l@ adaB@Mmare Virtual SATA Hard Drive

¢ Back >

pfSense Installer

Fetching Distribution

MANIFEST L Done

base. txz i 83|
Fetching distribution files...

Overall Progress
83%




pfSense Installer

Manual Configuration
The installation i= noWw finished.
Before exiting the installer, would
you like to open a shell in the newn
systeM to mMake any final mHanual
modifications?

<ves > @M

pfSense Installer

Complete
Installation of pfSense
complete?! Hould you like
to reboot into the
installed system now?

GRITEEE <Shell >




on isaB

ZFS NOTICE: Prefetch is disabled by default if less than 4GB of RAM is present:
to enable, add "wfs.zfs.prefetch_disable=8" to ~boot-loader.conf.

ZF5 filesystem version: 5

ZF3 storage pool version: features support (5888)

Timecounters tick every 18.888 msec

Trying to mount root from zf=:pfiensesRO0T-default [1...

Root mount waiting for: CAM usbusB usbusl

ugenl.1: <(Bx15ad) EHCI root HUB> at usbusl

whubB: <(Bx1%ad) EHCI root HUB, class 98, rev 2.88-1.88, addr 1> on usbusl

ugend.1: {(Bx15ad) UHCI root HUB> at usbu=@

whubl: <(Bx15ad) UHCI root HUB, class 98, rev 1.88-1.88, addr 1> on usbusB

uhubl: 2 ports with 2 removable, self powered

Root mount waiting for: CAM usbusB usbusl

ugenBd.2: <UMware UMware Virtuwal USB Mouse> at usbus@

uhidd on uhubl

uhidB: <UMware> on usbus@

uhidl on uhubl

uhidl: <UMware> on usbus@

Root mount waiting for: CAM usbusB usbusl

ugend.3: <UMware, Inc. UMuare Virtwal USBE Hub> at usbusH

uhub2 on uhubl

whub2: <{UMuare, Inc.> on usbusB

uhubB: 6 ports wWith 6 removable, self pouwered

HAN -> emB
LAN ->» eml

Do you want to proceed [yinl? y

Writing configuration...done.
One moment wWwhile the settings are reloading... donet
UMuware Uirtual Machine - Hetgate Device ID: f8deeeB8da432a486e774

##%x llelcoMe to pfSense 2.06.B-RELEASE (amdB4) on pfSense s

HAN (wWan) -> emMd -» vwdsDHCP4: 172.16.14,98-24
LAN (lan) -> eml > wd: 192 .168.1.1-24

Logout (S3H only) 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP =hell + pfSense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable 3Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

Enter an option: |JJ




UMware Uirtwal Machine - Hetgate Dewice ID: fO8deeebda432adBbe?74
=x# Llelcome to pfSense 2.6.H-RELEASE (amdG4) on pfSenze s

HAN (wan) -> emxB -» wq DHCP4: 172.16.14.98-24
LAN (lan) -> eml -» wig: 192.168.1.1-24

Logout (55H only) 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP =shell + pf3Senze tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPHM

Shell

Enter an option: 2
Available interfaces:

1 - WAN (emB - dhcp, dhcpb)
2 - LAN (eml - =tatic)

Enter the number of the interface you wish to configure: [

UMuware Virtual Machine - Hetgate Device ID: f8deee8dad3Z2adB6e?74
=xx llelcome to pfSense 2.6.B-RELEASE (amdB4) on pfSense ===

HAN C(Wan) -> edd -> vis0HCP4: 172.16.14.98-24
LAN (lan) -» eml > wid: 192.168.1.1-24

Logout (SSH only) 9) pfTop

Azsign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt systemn 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

Enter an option: 2
Available interfaces:

1 - UAN (emB - dhcp, dhcpB)
2 - LAN (eml - static)

Enter the number of the interface you wish to configure: ZJ]




HAN (man) -» emd -> v4s0HCP4: 172.16.14.98-24
LAN (lan) -» eml ->» wd: 192.1668.1.1-24

A) Logout (35H only) 9) pfTop
Assign Interfaces 18) Filter Logs
Set interface(s) [P address 11) Restart webConfigurator
Rezet webConfiqurator password 123 PHP shell + pfSensze tools
Reset to factory defaults 13) Update from console
Reboot system 14) Enable 3Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPH
Shell

Enter an option: 2
Available interfaces:

1 - HAN (emB - dhcp, dhcpB)
2 - LAN (eml - static)

Enter the number of the interface you wish to configure: 2

Enter the new LAN IPvd address. Press <{ENTER> for none:
> 192.158.189.254.

Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure 3hell (=s=hd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

Enter an option: 2
Available interfaces:

1 - HAN (emB - dhcp, dhcpb)
2 - LAN (eml - static)

Enter the number of the interface you wish to configure: 2

Enter the new LAN IPwv4 address. Press {ENTER> for none:
» 192.168.184. 254

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 24

255.255.8.8 16

255.8.8.8 g

Enter the new LAN IPv4 =subnet bit count (1 to 32):
> 24




1 - UAN (emd - dhcp, dhcpb)
2 - LAH (eml - static)

Enter the number of the interface you wWwish to configure: 2

Enter the new LAN IPv4 address. Press <ENTER> for none:
» 192.168. 188. 254

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.9 24

255.255.08.8 16

255.8.8.8 8

Enter the new LAN IPv4 subnet hit count (1 to 32):
> 24

For a HAH, enter the new LANH IPv4 upstream gateway address.
For a LAN, press <ENTER> for none:
>

Enter the new LANM IPv6 address. Press <ENTER> for none:
>

Do you want to enable the DHCP server on LAN? (ysn) |]

Enter the number of the interface you wish to configure: 2

Enter the new LAM IPv4 address. Press <{ENTER> for none:
> 192.168. 188. 254

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 24

255.255.8.8 16

255.8.8.8 g

Enter the new LAN IPv4 subnet bit count (1 to 32):
> 24

For a HAN, enter the new LAN [Pv4 upstream gateway address.
For a LAN, press <ENTER> for none:
>

Enter the new LAM IPw6 address. Press <{ENTER> for none:
>

Do you want to enable the DHCP server on LAN? (ypsm) n
Disabling IPw4 DHCPD...
Disabling IPw6 DHCPD...

Do you want to revert to HTTP as the webConfigurator protocol? (ys/n) nf]




The [Pv4 LAN address has been set to 192.168.188.254-24
You can noWw access the webConfigurator by opening the following URL in your weh
brouser:

https:~-192.168. 188. 254~

Press <{ENTER»> to continue.
UMnare Virtual Machine - Hetgate Dewvice 1D: fOdeee8dad32a486e?774

=% llelcome to pfSense 2.6.B-RELEASE (amdG4) on pfSense =

HAN (wan) -> emd -» visDHCP4: 172.16.14.98-24
LAN (lan) -> eml -» wi: 192.168. 188. 25424

Logout (35H only) 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPHM

Shell

Enter an option: |

<« C A Nonsécurisé | hitps//192.168.100.254 W e v O@ :

msense Login to pfSense

SIGN IN




hetpe://192.168.100.254 we x 0@
M Gmal @ YouTube BY Maps

COMMUNITY EDITION

WARNING: The ‘admi account password is set to the default value. Change the password in the User Manager.

Status / Dashboard + 0

[-Xx) Netgate Services And Support [-X~)

System Information

Name pfSense home.arpa

Contract type Support
User admin@192.168.100.102 (Local Database) o unit pp: nly
System VMuware Virtual Machine

Netgzte Devioo ID: f8deaaBdads2a4062774 NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES

BIOS Vendor: Phoenix Technologies LTD
Version: 6.00
Relesas Date: Tha Feb 272020 I you purchased your pfSense gateway firewall appliance from Netgate and elected
Community Support at the point of sale or installed pfSense on your own
Version 2.6.0-RELEASE (amd64)

hardware, you have access to various community support resources. This includes
built on Mon Jan 31 19:57:53 UTC 2022 the NETGATE RESOURCE LIBRARY.

FreeBSD 12.3-STABLE

You also may upgrade to a Netgate Global Technical Assistance Center (TAC)

. erslo Support subscription. We're always on! Our team is staffed 24x7x365 and
Version information updated at Thu Mar 9 9:08:27 UTC 2023 &3 committed to delivering enterprise-ciass, worldwide support at a price point that is
more than competitive when compared to others in our space.
CPUType Intel(R) Core(TM) i7-9700 CPU @ 3.00GHz Unarade Your Supmort . & Summort R
AESNI CPU Cryptor Yes (inactive) « Upgrade Your Suppor + Community Support Resources
QAT Crypto: No « Netgate Global Support FAQ  + Official pfSense Training by Netgate
Hardware crypto « Netgate Professional Services = Visit Netgate.com
Kernel PTI Disabled
MDS Mitigation  Inactive If you decide to purchase a Netgate Giobal TAC Support subscription, you
Uptime 00 Hour 45 Minates 04 Second MUST have your Netgate Device ID (NDI) from your firewall in order to
" our 5 Minutes b4 Seconds validate support for this unit. Write down your NDI and store it in a safe place.
Current date/time  Thu Mar 9 9:31:07 UTC 2023 You can purchase TAC support here.
DNS server(s) . 127001 [~
. 1721614254
Last config change  Thu Mar  8:57:32 UTC 2023 Interfaces

A 1000baseT <fulkduplex> 172161490

State table size
0% (27/198000) Show states X A 1000baseT <fulkduplex> 192.168.100.254




